Information Technology Specialist 4
Network Security Specialist

$3,908 to $5,003 per month (Range 58)

Recruitment #: C0664AW

Job Opening Type: General Employment

Working Time: Full-Time

Appointment Type: Permanent

Job Class Code: 479L

Job Class Title: Information Technology Specialist 4
Posting Date: September 20, 2006

Closing Date: October 4, 2006

Location

There is one current vacancy with the Washington State Patrol in Olympia (34.1).

Duties

Serves as a senior level security specialist. Independently develops and recommends security policies and standards.
Works cooperatively with other staff to ensure a computing environment that is flexible and secure to meet customer
needs. This position will be the primary system administrator working with Cisco Secure Agent (CSA) and Cisco Clean

Access (CCA).

Other Duties

e Research and test new technologies.

e Support agency servers and network services — troubleshoot technical problems as they arise, coordinating
cross-functionally with other technicians as necessary, design and implement long term solutions.

o Enforce strategies, policies, and procedures for; system and network installations, modifications, administration,
and security.

e Provide Tier-3 support for problems that cannot be resolved by Tier-1 and Tier-2 personnel.

e Technical mentor, trainer, coach.

Required Qualifications

o Documented experience will include the following:

o

Minimum 4 years of documented technical experience performing enterprise level Information Technology
support, operations, administration, or development.

o Desired behavioral competencies include the following:

o

Ability to work as a member of a team. Collaborate on development of new technology systems and
problem resolution.

Provide leadership, accountability, resourcefulness, integrity and creativity.

Ability to work in a fast paced, dynamic environment and to exhibit personal initiative and out of the box
thinking to address tasks and responsibilities.

Ability to prioritize and complete assignments and to develop tasks and manage resources to achieve
target dates.

Strong analytical, organizational, and decision-making skills.

Strong interpersonal, listening, written, and verbal communication skills.

Willingness to self-start and motivate, be receptive, flexible, and responsive and to take responsibility for
self and agency through mutual support, teamwork, and cooperation.


http://www.dop.wa.gov/NR/rdonlyres/8F806693-5C54-4A07-8E53-4327F7D07EB8/0/479.doc
http://www.dop.wa.gov/NR/rdonlyres/8F806693-5C54-4A07-8E53-4327F7D07EB8/0/479.doc

Special Notes

Background investigations, including a polygraph exam, are required due to the nature and security requirements of the
job. Applicants will be required to sign releases of information and shall not have access to any investigative materials or
files. Background investigations are part of the pre-employment selection process and are not a commitment to
employment.

Applicants will be required to fill out a Personal Background Evaluation form and attach it to their application.

You may obtain a Personal Background Evaluation form by calling 1-800-888-8384, (360) 664-1960, or you may pick up a
copy at the Department of Personnel, 600 South Franklin, Olympia, WA.

Who May Apply
This recruitment is open to anyone who meets the required qualifications.
How To Apply

Initial screening will be based solely on the information contained in your application form. Read and follow the
instructions in the exam section and submit a completed Washington State job application and a WSP Personal
Background Evaluation form.

Applications must be received no later than 5:00 p.m. on October 4, 2006. Please submit to:

Washington State Patrol

Human Resource Division

Attn: Ann Weber

210 11" Avenue SW, Room G-12
PO Box 42620

Olympia WA 98504-2620

Exam

The exam is an evaluation of your experience and training. Your score will be based on the information that you provide in
your application and your response to the following.

On an additional sheet of paper, describe how you meet the required qualifications for this position. Please provide clear,
detailed information about your job-related experience.

The Washington State Patrol is an equal opportunity employer. Women, racial and ethnic minorities, persons
of disability, persons of 40 years of age, and disabled and Vietnam era veterans are encouraged to apply.
Persons of disabilities needing assistance in the application process, or those needing this job announcement
in an alternate format, may call (360)704-2300.


http://www.wsp.wa.gov/hrd/requirmt.htm
http://hr.dop.wa.gov/forms/dopforms.htm
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